geoipR— eI LURMIpAIEIR, nginkBRINRERIF, BEBITMERE.

—: Zgeoip2i BIKEH
yum install libmaxminddb-devel -y #iXMNER&R4Engx_http_geoip2_moduletEHRAEHY
yum -y install epel-release jemalloc pcre* openssl* unzip wget zip #&ZEE tinginx/JRAYE

—: T&#ingx http_geoip2 modulet&ik
cd /usr/local/src

git clone https://github.com/leev/ngx_http_geoip2_module.git

4

wget http://mirror.cnop.net/web/module/ngx_http_geoip2_module-master.zip && unzip ngx_http_geoip2_module-master.zip
Is ngx_http_geoip2_module-master

ngx stream geoip2 modu

config LICENSE ngx_http_geoipZ_modﬁle.c
[root@localhost GeolIP]+# I

=: REnginxFHEERREELEMI
NINXEE IR ERFTIRAN.

useradd www #FIInginxi= TR
cd /home &8& wget https://mirror.cnop.net/web/tengine/tengine-2.3.3.tar.gz && tar zxvf tengine-2.3.3.tar.gz &8& cd tengine-2.3.3

HRIERR

.Jconfigure --user=www --group=www --prefix=/usr/local/nginx --with-http_ssl module --with-http_flv_module --with-
http_stub_status_module --with-http_gzip_static module --add-module=./modules/ngx_http_upstream_vnswrr_module --add-
module=./modules/ngx_http_concat_module --add-module=/usr/local/src/ngx_http_geoip2_module-master

T8 EHIER, BREMNE --add-module=/usr/local/src/ngx_http_geoip2 module-masteriXM &4 (PASERF FEZFIRIEE M) .
BRI BTN, HELISRESD.

113 nginx -m“ &<, KM " ngx_http_geoip2 module “ IABRLIH.

module
modu

geoip2_module

o write filtefEim
0 header filt e r moc
ed filter |
p_range header filter mc
i filter module

M, FHipsk: RRTEMING, EEE Nginx BISESIERE.



mkdir /usr/share/GeolP && cd /usr/share/GeolP &8& wget http://mirror.cnop.net/web/module/Geoip2.zip && unzip Geoip2.zip &8& rm -rf
Geoip2.zip

WBE: LA LIS AEs TEaS—Emngind &R, —REZRENETEFEIRIERR:
bash <(curl -s https://gitee.com/cnop/shell/raw/master/tengine.sh)

f, #httpimeiRingn ™MR:

touch /usr/local/nginx/conf/ip.conf #fiE— BR8N, HELUSEEEILAERIp, Geoip ERE, XiFip B

vi /usr/local/nginx/conf/nginx.conf

http 89" {} "HFIIALLT:

#gzip on;

geoip2 /usr/share/GeolP/Geolite2-Country.mmdb {
$geoip2_data_country code country iso_code;

}

map $geoip2_data_country code $allowed country {
default yes;

CN no;

}

#geolP white

geo $remote_addr $ip_whitelist {

default 0;

include ip.conf;

}


https://gitee.com/cnop/shell/raw/master/tengine.sh

#log format

#gzip on;
geoip2 /usr/share/GeolIP/GeolLite2-Country.mmdb {
Sgeoip2 data country code country iso code;
}
map 5geoip2 data country code Sallowed country {
default yes;
CN no;
}

#geolIP

geo Sremote addr $5ip whitelist {
default 0;

include ip.conf;

j—

80;
v

localhost;

ihmdserver REEII— MUBEEREAZENIp:

server
{

listen 80;

server_name 0.0.0.0;

index index.php index.html index.htm default.php default.htm default.html;
root html;

if ($ip_whitelist = 1) {

break;

}

if ($allowed_country = yes)

{return 403;}

location ~ ~/(\.user.ini|\.htaccess|\.git|\.svn|\.project|LICENSE|README.md)
{

return 404,

}

location ~ .*\.(gif|jpgljpeg|png|bmp|swf)$

{

expires 30d;

error_log /dev/null;

access_log /dev/null;

}

location ~ .*\.(js|css)?$

{

expires 12h;



error_log /dev/null;
access_log /dev/null;

.htm default.php default.htm default.html;

location ~ ~/(\.user.ini|\.hta I\N.git|\.svn]|\. oject | LICENSE | README . md)
{
return 404;

location ~ .*\.(gif|jpglipeqglpng|bmp|swf)s

30d;
/dev/null;
v/null;

ERripAinE, ESrEEEREA403,

service nginx restart

XERECEF 7 nginx, FEBIE GeolP R&I T EZRMIEHANAE, HESHSEEE,



