graylog 2.3.2 HER KRS

e Java (>=8)

¢ MongoDB 3.2

e Elasticsearch 2.X

e graylog 2.3.2

e [P 192.168.0.210

e centos 7.x

o IP 192.168.0.210 (£ HL I X)

45 #J:mongodb + elasticsearch + graylog + nxlog + collector_sidecar

mongodb: FERETTEE, —BEEIFETRHEMRE

elasticsearch: i H &

graylog: webZtH, FFEBWH P BANEIE, BiRelasticsearch B IR
nxlog , collector sidecar: HHUEE, 5%

jdkiB BAT %%, KEAEUY, AIET bk T AR

http//mirror.cnop.net/jdk/
1. % Fmongodb CGX B LA3.241)

vim /etc/yum.repos.d/mongodb-org-3.2.repo  #i Hllyumii

[mongodb-org-3.2]

name=MongoDB Repository
baseurl=https://repo.mongodb.org/yum/redhat/$releasever/mongodb-org/3.2/x86 64/
gpgcheck=1

enabled=1

gpgkey=https//www.mongodb.org/static/pgp/server-3.2.asc

yum -y install mongodb

WA GRS KR 3
chkconfig --add mongod
systemct] daemon-reload
/sbin/chkconfig mongod on
systemct] start mongod.service
R X BEA 34T mongodbif A K AL B A4 gray logiE #;
MIECE, gaylogi 3hit < BT A1 EAM R R

2.elasticsearch % 2

rpm --import https://packages.elastic.co/GPG-KEY-elasticsearch
vim /etc/yum.repos.d/elasticsearch.repo  #IIA LA

[elasticsearch-2.x]

name=Elasticsearch repository for 2.x packages
baseurl=https://packages.elastic.co/elasticsearch/2.x/centos
gpgcheck=1
gpgkey=https://packages.elastic.co/GPG-KEY-elasticsearch
enabled=1


http://mirror.cnop.net/jdk/
https://www.mongodb.org/static/pgp/server-3.2.asc
https://packages.elastic.co/GPG-KEY-elasticsearch

yuminstall -y elasticsearch

vim /etc/elasticsearch/elasticsearch.yml #R#EE MBS E CHER, VHEEBRTRENARITHAZESTH, TATERSRENER
cluster.name: graylog # elasticsearch&E #4757, HH L NER, WREBHELEX

node.name: node-210  #EFE FE R, elasticsearch/d Zhit £ HahfIg, WA FIELE

36 7€ Fyip H it

http.port: 9200  #&E X MRS I Httpss H, BRLZ9200

network.host: 192.168.0.210 #¥BE%

discovery.zen.pingunicast.hosts: ["192.168.0.210"]  #8 B A # hmasterfE BN IR FI R XA BUH B L3R B 3 RN, 2 NFESEA

GRS B R B
chkconfig --add elasticsearch
systemct] daemon-reload
systemctl enable elasticsearch.service

systemctl restart elasticsearch.service

3.graylogZ3E (webFHTH)
$ sudo rpm -Uvh https://packages.graylog2.org/repo/packages/graylog-2.3-repository latest.rpm  #3REUEHTRA
$ sudo yum install -y graylog-server pwgen #2 B HHRAS, pweenF T8 5 03 4 R

BLE

vi /etc/graylog/server/server.conf #A& & graylog, £ ULF LA, Hoplshor GREFEGA, ARG TR E
password_secret =Z0auN2D90knUXUDJbj4Lebb9zPB0S Y{gcLELyo7r3yJKSr6Ep6CFfLeo4hPy0tc3QEg YIDUP2RZcXdl CpZm43Pvully FuWPS
#XELETMELE (RATFENEEURREFEFEEM ERKY —BFFEEETME) 0 mdS(mdS(passwordy+salt)Fl
SHAS512(SHA512(password)+salt) 75 51X B i F pngenbE L4 R #Z #%: pwgen -N 1 -5 96

root_username = admin #&FfiwebREA &, X B XRATEHERE
root_password_sha2 =8d969eef6ecad3c29a3a629280e686¢f0c35d5a86aff3cal2020¢923adc6c92 HR B B fhEweb® RS, [ sha256sumiltf7 i, WA echo -n
123456 | sha256sum iy &7E RGP AR, X B 12345696134 .

=1

efoecad3c29a3ac cf0c3f5d5¢: aff3calz2020c923ac

t@localhost ~1# I

root_timezone=+08:00  #F B X

rest_listen_uri = http:/192.168.0.210:9000/api/ #HE R B T iip, X H PL192.168.0.210%4%1, F T8 Graylog Collector Sidecar’Zi% i LB {5 2, collectors
AT LA [ uri

rest_transport_uri = http:/192.168.0.210:9000/api/

web _listen uri = http://192.168.0.210:9000/ # graylog-webvy ] #i 1k

elasticsearch_hosts = http:/192.168.0.210:9200  #elasticsearchitihit, FiF 82 A\ elasticsearch5| %

allow highlighting = true CGEfTEWLERER

elasticsearch shards = 1 (HHfH%EH T —/elasticsearch)

elasticsearch_cluster name = graylog #5701 5 elasticsearchif B 48 7]
mongodb_uri = mongodb:/localhost/graylog #MongoDBJR %5 2% 5 tr I AE, EFBINEITT, XBEAFEBRmysql—HFARE, RIEFEMEELSRE

$ sudo systemctl start graylog-server

$ sudo systemctl enable graylog-server

TSNS K 5 -
firewall-cmd --zone=public --add-port=9000/tcp --permanent

systemctl restart firewalld.service

4.Collector¥ii 5 nxlogft) ¥ &

nxlog:

yum-y install libdbi #ZZ3k 7y libdbi >= 0.8.1

weet http:/mirror.cnop .net/nxlog/linux/nxlog-ce-2.9.1716-1_rhel7.x86_64.
rpm -ivh nxlog-ce-2.9.1716-1_rhel7.x86_64.rpm

gpasswd -a nxlog root



interm
interm
http://mirror.cnop.net/nxlog/linux/nxlog-ce-2.9.1716-1_rhel7.x86_64.rpm

chown -R nxlog nxlog /var/spool/collector-sidecar/nxlog

vim /ete/nxlog conf HER, AhbE Log fnxlogh AE AR, AAFE A RRENAZIHERER

# Modules #

<Extension gelf>
Module  xm gelf
</Extension>

<Input in>
Module im file
File "/var/log'messages"
</Input>
<Output out>
Module om udp
Host 192.168.0.210
Port 12201
OutputType GELF
</Output>

T T A T T AT AR NI TR VAT S TR A AT AR T VAT
HHHHHT T T

ST I TN A T E A AT T VAT A IR T A TR VAT R TN A TN VAT RN TATIT]
HHTH T

<Route >
Path in=> out
</Route>

systemct] restart nxlog

Collector:

0.1.x 2.2.x,2.3.x

Graylog Collector Sidecar/e —#1H T R&EH SR B AR EEH RS, WKANEMN, ERATFIHREEBIT.
weet http/mirror.cnop .net/Gray log/collector-sidecar/collector-sidecar-0.1.4-1.x86_64.rpm

WE T TR

https:/github.com/Graylog2/collector-sidecar/releases

$ sudo rpm-ivh collector-sidecar-0.1.4-1.x86_64.rpm
$ sudo graylog-collector-sidecar -service install

$ sudo systemctl start collector-sidecar

vim /etc/graylog/collector-sidecar/collector_sidecar.yml #R#E 1% &L

server url: http:/192.168.0.210:9000/api/
update_interval: 10
tls_skip_verify: false
send_status: true
list_log files:
node id: graylog-collector-sidecar #% B HLAE B SURA R
collector id: file:/etc/graylog/collector-sidecar/collector-id
cache path: /var/cache/graylog/collector-sidecar
log path: /var/log/graylog/collector-sidecar
log rotation_time: 86400
log max_age: 604800
tags:
- nginx
backends:


http://mirror.cnop.net/Graylog/collector-sidecar/collector-sidecar-0.1.4-1.x86_64.rpm
https://github.com/Graylog2/collector-sidecar/releases

- name: nxlog
enabled: true
binary path: /usr/bin/nxlog

configuration path: /etc/gray log/collector-sidecar/generated/nxlog conf

systemctl restart collector-sidecar
systemctl enable collector-sidecar
systemct] restart nxlog

sbin/chkconfig nxlog on

2% httpy//docs.graylog.org/en/2.3/pages/collector_sidecar.html

5.webijj il :

http://192.168.0.210:9000
&€ C O 1921680.210:5000;
i A @ Negiosk®Mysqll [ negiosEESME 4 Coctitgi@s® 0 SHETEHlnu O CoctileBSE

ettingstarted

[ linuxesttglassfish - /3 phpinididatetime: @ ##zabbixsS$2E (0¥ CentOS ¢

0g messages

thout some log data in it.

iy sending in some messages,

nd get a feeling for the basic Graylog search functionalities.

A~ W N

Create a dashboard

Dashboards are a great w rganize information that you lock at often. Learn how to create them and how to add widgets with interesting information.
Be alerte

Immediately receive slerts and trigger actions when something interesting or unusual happens.

Head over to the docum:

and learn about Graylog in more depth.

s#System ->Collectors


http://docs.graylog.org/en/2.3/pages/collector_sidecar.html
http://192.168.0.210:9000
http://192.168.0.210:9000/gettingstarted#

) 2z | 192.168.0.210:9000/gettingstarted

gios¥EMysqlE  [g] nagiosFI-EFEYEE 4 CactiisizidE - @ SsEmEflnux O CadilosBESsEs

Overview
Configurations
1in first log messages Nodes

1 is pretty useless without some log data in it. Let's start by sending in some ¢

Inputs
) . Outputs
omething with your data ndices
1 searches to solve some example use cases and get a feeling for the basic G
Logging
Authentication
ite a dashboard
ards are a great way to organize information that you look at often, Learn h¢  Content Packs p add widgets with i

Grok Patterns
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ately receive alerts and trigger actions when something interesting or unusy

Collectors
Enterprise
1e documentation and learn about Graylog in more depth,
Pipelines
M i Create configuration
&« C | @ 192.168.0.210:9000/system/collectors/configurations *
i @A @ NagioskEMysqll  [E] nagiosFERBSE & - @ i A c = (9 i - 53 phpini imez: @ ¥ i E () CentOs 6axbigzE ) serabbihaTiBREN [) ZabbixewEimEC [ linuxRCURLEIESE »

Create Configuration

Name

Cancel SN

XEABRMA ML, XELitesthf

€ C | O F=e | 1921680.210:9000/system/collectors/configurations x| :
i G @ NagioskRMysqllk nagiosTERELE 4 Cactisiz@s® - 0 saEmESlnx O G = [ li - i3 phpini imez @ 3 = () CentOs64x64sss () =SzabbixiliBEl"

[ zabbix#mEar (@ linuxFCURLETZRE »

Collector Sidecar Configurations
s ne> e log or and cont

The Colle runs next to your faw and configures it for you. Here you can ma

o Read more about the idecar in the Graylog

Filter Configurations Filter  Reset Create configuration
Configuration Tags Actions

EmEDE

M AR "test", HAFCE FM:



Streams Alerts Dashboards Sources en ollectors «

Collect

Jse this pagetore =

or test Configuratio

Iy nguratioc

0 Read more about collector configurations in the Graylog documentation.

Configuration tags

Manage tags for this configuration. Collectors using one of these tags will automatically apply this configuration.

Tags * | nginx X v Update tags

Configure Beats Outputs

Manage log destinations for collectors using this configuration

There are not any configured outputs.

Configure Beats Inputs

Manage log sources for collectors using this configuration.

There are not any configured inputs.

¥ EoutputMinputii %15 8, Hnxlogh it B LA R :

Collector

& the contiguration 1o this collector.

test Configuration

Use this pag E

e Read more about collector configurations in the Graylog documentation.

Configuration tags

Manage tags for this configuration. Collectors using one of these tags will automatically apply this configuration.

Tags % nginx

Configure N)(I_og}fputs

Manage log destinations for collectors using this configuration

There are not any configured outputs.

Configure NXLog Inputs

Manage log sources for collectors using this configuration.

Thara ara nat ame canfimeead inmoee

RiEAM create output , EHEMXTypeM L F, ipiOEREL,



Create Output nginx-out

Name
nginx-out
Type a name for this output
Type
[NXLog] GELF UDP sutput
Choose the output type you want to confi
Server IP
192.168.0.210
The graylog-server host t

Port

" 12201

The port number of th

[ Buffered

Enable 16MB message buffer

[ Don't override hostname

f applied on a forwarder host, this prevents hostname overrides
Additional Fields

Name Actions

Mame

Add verbatim configuration

Cancel Save

REAN create Input:

Type  [NXLog] file input
Path to Logfile /var/log/messages



Name
nginx-in
Type a name for this input

Forward to (Required)
nginx-out [nxlog]

Choose the collector output that will forward messages from this input

Type
[NXLag] file input

Choose the input type you want to configure

Path to Logfile

|

Location of the log file to use. Wildcards are supported in filenames, like "™* or 7'

Poll Interval

1
In seconds how frequently the collector will check for new files and new log entries
Save read position
Restore read position in case of a collector restart
Read since start
Instruces the collector to only read logs which arrived after nulog was started
Recursive file lookup
Specifies whether input files should be searched recursively under subdirectories
[J Rename check
Whether input files should be monitored for possible file rotation via renaming
[J Enable Multiline
Enable multiline extension
Start pattern of multiline

e
RegEx starting pattern of a multiline

Stop pattern of multiline

RegEx stop pattern of a multline

H J5 % 3 ) collector-sidecar:
systemct] restart collector-sidecar

BB webBEIR H &:

system->inputs->Launch new input



< C | ® F==2 | 192.168.0.210:9000/system/inputs
i aE @ NagiosE=EMysqgll: E nagiosPMEFEYE &% Cacti=EHFfrE - D =ssresEflinux &l CactitsisfEEEEE= E linuxgzigglassfish - J3 php.inifdatetime

Search Streams Alerts Dashboards Sources System / Inputs

Inputs

Graylog 1odes accept data via inputs. Launch or terminate as many inputs as you want here.

v (Z Find more inputs

Beats

GELF AMQP
GELF HTTP

GELF Kafka

GELF TCP /

GELF UDP

@ There are no local inputs.

BT A
BEARE
#wHEip

wERO (BRI



Node

f5e6ceb5 / localhost
On which node should this input start
Title
udp-12201
Select a name of your new input that describes it.
Bind address
192.168.0.210
Address to listen on. For example 0.0.0.0 or 127.0.0.1.
Port
12201
Port to listen on.
Receive Buffer Size (optional)
262144
The size in bytes of the recvBufferSize for network connections to this input.

Override source (optional)

The source is a hostname derived from the received packet by default. Set this if you want to
override it with a custom string.

Decompressed size limit (optional)

8388608

graylog web# % Collectors /& F &84T EH
http://192.168.0.210:9000/system/collectors


http://192.168.0.210:9000/system/collectors

[ C | ® 192.168.0.210:9000/system/collectors

B @ NagiostsEMysqlE [E) nagiosM-EmBiss W Cactiegis@sE - @ SaEmshlinu O CactisRESEE (@ linuxeisglassfish - 3 phpinid

Search Streams Alerts Dashboards Sources System / Collectors

Collectors in Cluster

e Read more about collectors and how to set them up in the Graylog documentation.

Filter collectors Filter Reset

Status Operating System Last Seen Collect:

& Linux in a few seconds 7a2aba:

W F3) echo #EE—FFURBHR M BN A XXM S, BERZERAEEEHS:

<« C | ® Fz=2 | 192.168.0.210:9000/search?rangetype=relative&fields=me:
premtEfLinux . ) Cacti 2= (@ linuxssssglassfish - 3 phe

ource&width=1745&highlightMessage=&relative=43

i g8 @ NagioskEMysql [E] nagiosPHEMBNE & CaieBz@s®- O @ $Hzabbix@BBE (Y CentOS 6.4xoasess ) Sebzabbixfiil

Search Streams

Search in the last 5 days v P Notupd:

PR m— X

®

Search result Histogram

Found 1 messages in 228 arched in 1 index.
Results retrieved at 2017-1 7:02:30.

‘Add count to dashboard «

More actions ~

© Year, Quarter, Month, Week, Day, Hour, Minute

Fields Decorators

Default Al None Fri 24 Sat 25 Sun 26 ov 27

collector_node_id
EventReceivedTime
FileName

level

v v v v v

¥ message

0y

source

SourceModuleName = 54ddf5f0-d4d3-11e7-ad09-ce96d2d64c8f Permalink  CopylD Sl

sourceModuleType

vy v v w

EventReceivedTime
Z017-11-28 15:02:58

Receiv
susl

timestamp

FoAtaH W :

nxlogH E&EE:
tail -f /var/log/graylog/collector-sidecar/nxlog.log

iR



Could not load field information

Loading field information failed with status: cannot GET http:/f192.168.0.210:9000/api/system/fields (500)

FE, #EH5E clasticsearch £ EHHEK.

=T

http://docs.graylog.org/en/2.3/

http://cocojoey. lofter.com/post/1eff2f40 _10a6d448
https://www.cnblogs.com/ws1222000/p/6041835.html


http://docs.graylog.org/en/2.3/
http://cocojoey.lofter.com/post/1eff2f40_10a6d448
https://www.cnblogs.com/wsl222000/p/6041835.html

